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Abstract: The internet of things (IoT) is a key trend in smart tourism, involving multiple stakeholders like government
management, public cloud platforms, device manufacturers, scenic areas, and tourists. [oT devices, often deployed in pub-
lic spaces, are vulnerable to physical attacks, making identity authentication critical for security. A certificate-free identity
authentication method based on administrative applications was proposed, using MQTT protocol message queues to main-
tain device security status, addressing issues with low-power devices in sleep mode. Based on national cryptographic algo-
rithms, secure and controllable IoT information was ensured. Performance evaluations show that it effectively helps pre-
vent security threats, achieving an average authentication accuracy of 99.7%, with embedded RAM and FLASH usage not
exceeding 35 KB and 30 KB, suitable for smart tourism applications.
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(* Devicei#ig *)

let device_process(device_sk: skey, supervisor_pk: pkey) =
new name: bitstring;
let device_signature = hmacsha256(name, Secret) in
event device_signs_name(device_signature);
out(c, device_signature);

in(c, x: bitstring);

let random_encrypted = sm2_decrypt(x, device_sk) in

let device_signed_random = sm2_sign(random_encrypted, device_sk) in
event device_signs_random(device_signed_random);

out(c, device_signed_random);

in(c, sm4_encrypted: bitstring);
let sm4_key received = sm2_decrypt(sm4_encrypted, device_sk) in
event supervisor_sends_sm4_key(sm4_key received).
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(* Brokeri#E *)
let broker_process =
in(c, device_signature: bitstring);
let identity verified = hmacsha256(device_signature, Secret) in
event broker_verifies_identity(identity_verified);
out(c, device_signature);

in(c, signed_random: bitstring);
out(c, signed_random).

Ko AHmIsTA

r_sk: skey) =

pt(random_number, my_pk(supervisor_sk)) in
m(random_encrypted);

(signed_random, random_number, my_pk(supervisor_sk)) in
(verified_signature);

let sm4_encrypted
out(c, sm4 encrypted).
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2_encrypt(smd_key, my_pk(supervisor_sk)) in

== Query not attacker(Secret[]) in process 1.
Translating the process into Horn clauses...
Completing...

Starting query not attacker(Secret[])

RESULT not attacker(Secret[]) is true.

== Query not attacker(smé key[]) in process 1.
Translating the process into Horn clauses...
Completing...

Starting query not attacker(smd key[])

RESULT not attacker (smd_key[]) is true.

Verification summary:
Query not attacker(Secret[]) is true.

Query not attacker(smé key[]) is true.

S RVENANE R ERES

4.1.8 =ML
AV 3.
42 FAITMIGIE
4.2.1 EHMESH
TEAN [ (1) A5E FF AR 858 R %o A S B A3 DAAIE PR T A 2
BEATIGAE, 2 S5 FH 4 AT X 152 46 B AU, 4 AN [F]
LAMRBIIB A, TAE & Z AT 1000 S 4 iA
WEe W& ARSI HER IR B B 12 BT
W S0 25 FARE 2 R A ST A DA K
FREEAGEEEHL S 4K, St ER S0
WAEER R LLGIE AR RE R, AR LIRS &
SO YGEREF R W E 13 frR . EAER R E R
wr
o o JRITAIEIRER
I = kR
SEEG SRR, AR ST A LT VEAE P 2% 5%
B2 B LR JE A B8 vHE A I IR 8 4 1 22 4IRS

x 100% (16)



3 1 P g S TH AR BRI I 15 45 1 B A U IE 5 A [ 9 <187 »
%3 T MITEE
Hof Eb T TLS CHR[30] CHR[31] CHR[32] AT
B IMIE N N N N N
Hudi bk J N J J J
R e J J J J J
RGOS 08 Bty x x x x J
iRl CIPN G J Y v J N
#EH DoS Tl N J J x J
HEPLE AT v x J x N
SRR T x x x J N
TRBH AE 7= AT x x x x J
Tlj Broker i AT N x x J % J
TR A LR AT
5 IR BAEA SR 2R
1000 |
X
950
&
=
X
E
=
Z 900
=
850 ™
EImIEIm [ R IFIElI R [ 2 Im[ElRm [ B IR]IE]LSR
BV (B | e [ D | o it | IV | o it | I
R WERA AL e X sk EH KRR R
F12 &R W RS
3?%&%*@1‘5: — ﬁ, AES %%%#W\AES ﬁyiﬁﬂﬁﬁgigﬁ; SM4%§
I N IR SMA Bk Infi % s 5, SM2S EK/x—Ik SM2
AR s \ - 0 :
. BRI SE R, SM2E o8 — Ik SM2 550 i
i BIEH, MACFURIN BINFRIESL.
EE R | s
0% 9\ 290 390 gA0l0 E0/o %o 10 @Yo 990/0\000/“ %4 ARIZREINESF T EFFEXTEE
TAEHERf Jiik RG]
B 13 A 224 RAS B & B A IE 2 Hik[22] KP-ABE+AES
g . L . SCHR[23] 2AES+4MAC+6E+8H
%"ﬁ] U\Iﬁfﬁﬁﬁ$$ﬁ 9965%’ %?*@*ﬁzklﬁ X‘ﬁik[27] AES+14E+4H
4 J71 1 95.98%. AR T AEVE B & S A A IE R AT Ik MAC+SM2S+SM2E+SM4

HER RIS AT BEAR, (HRTE VA& S I IR IR A T
[(TEERETE /3 =
4.2.2 i EIT4

AR BB A SR 3% 5 Hph AR 5 7 R A
PRI T LLE . AR AN UE T V5 TR
YR 4, HAPERRIBHEZEHE, HERRWBAIS

SCHR[22] B % F 1 KP-ABE 532 —Fh 24 1
NEMER S, HITHTHEE AES. SM4 58X Fr N
B . SCER[231FI SCRR[27) BT 3 77 V238 2 4
TEENEHEHE, KA TFHERK. 586
MQTT Pr N S E B, A SR 7 i
BEAERBMTT RIS R, EREERIN T 24tk



-+ 188« o W

¥k %95

St b AT o v SR IR RN
423 FTREA

T H 32 v 3 1) 8 B e Ui 1 4 AT DA
% W% A8 AIR32F103RPT6 5 i 1F N E 3508 A .
e 4508 A SRR R AR SR E T RE, MBI 1%
PWAEE R B DL LR S

*®5 MEXI% & R AR
A7 FREA /KB (EHIEIU/KB ke
RAM 96 34.58 36.02%
FLASH 256 28.71 11.21%

MRS R ULE 1, BE&AEIAT B IR S
i, B AEEIE A, AT A2 08 IR AR B OR AL PR
HARAESS . XRINZIIE T VEIE T 8RR
PRI B8, RENS DRAEAIBR X B 2% RO 2% 1 2 4F:
55 RE B SRANK RIS I R Jd a1

5 #ERIE

TRIFVIERI G fRAIE P 28 22 4 — AN EOK
PIPRR o AR SCHR T — ol I8 ) 2 AR Vi R D K DX L
H G INIE T, I g A B LS 2 RS L
fil, R T RIS N REAAE R Z A ) R, ORPE
TEM RN, £ TS R
BEF & FAT T, SRR, it aE
TSR 1 &R P21 5 MQTT Broker R 5588 /717E
()22 4 Jg by, X6 1B 2% 2 e ) ) W 7 2 B vy LAl
PR THFER DT 40%, EE R BRI T %
P52 PR AR A A%

AR, FE RN TRIEZ IR B & WA &R
BInE S UGEL, Pl et SR . IFE
JEASE P A B AN AT o o o) g > 2 i 1A 4 AR OB
M T4, RO, ok, it —2ua
WHRT LAY S PAF 48 B SR IS R B THE B AR F AR e
PEFIRIAR

S K-

[1] WANG W, KUMAR N, CHEN J X, et al. Realizing the potential
of the Internet of things for smart tourism with 5G and AI[J].
IEEE Network, 2020, 34(6): 295-301.

[2] GUO X D, WANG Y X, MAO J Q, et al. Towards an IoT enabled
tourism and visualization review on the relevant literature in re-
cent 10 years[J]. Mobile Networks and Applications, 2022, 27(3):
886-899.

[3] “HVUTL SO AR A R IRIIN. I SCALAR, 2021-06-03(2).
14th Five-Year Plan cultural and tourism development plan[N].
China Culture News, 2021-06-03(2).

[4] SR . v i R RSB ke DY AL I R R i 9 M R R e
B[], i, 2020, 35(6): 1.

SONG R. Discussion forum of China tourism development: pros-
pects of China’s tourism development during the 14th-Five-Year
Plan period[J]. Tourism Tribune, 2020, 35(6): 1.

[5] BUTUN I, OSTERBERG P, SONG H B. Security of the Internet
of things: vulnerabilities, attacks, and countermeasures[J]. IEEE
Communications Surveys & Tutorials, 2020, 22(1): 616-644.

[6] SERROR M, HACK S, HENZE M, et al. Challenges and opportu-
nities in securing the industrial Internet of things[J]. IEEE Transac-
tions on Industrial Informatics, 2021, 17(5): 2985-2996.

[71 AIREHROUR D, GUTIERREZ J, RAY S K. Secure routing for
Internet of things: a survey[J]. Journal of Network and Computer
Applications, 2016, 66: 198-213.

[8] AL-FUQAHA A, GUIZANI M, MOHAMMADI M, et al. Internet
of things: a survey on enabling technologies, protocols, and appli-
cations[J]. IEEE Communications Surveys & Tutorials, 2015, 17(4):
2347-2376.

[9] FROIZ-MIGUEZ I, FERNANDEZ-CARAMES T M, FRAGA-
LAMAS P, et al. Design, implementation and practical evaluation
of an IoT home automation system for fog computing applications
based on MQTT and ZigBee-WiFi sensor nodes[J]. Sensors, 2018,
18(8): 2660.

[10] ALAIZ-MORETON H, AVELEIRA-MATA J, ONDICOL-GARCIA
J, et al. Multiclass classification procedure for detecting attacks on
MQTT-IoT protocol[J]. Complexity, 2019, 2019(1): 6516253.

[11] JALOUDI S. Communication protocols of an industrial Internet of
things environment: a comparative study[J]. Future Internet, 2019,
11(3): 66.

[12] MISHRA B, KERTESZ A. The use of MQTT in M2M and IoT
systems: a survey[J]. IEEE Access, 2020, 8: 201071-201086.

[13] VACCARI I, CHIOLA G, AIELLO M, et al. MQTTset, a new da-
taset for machine learning techniques on MQTT[J]. Sensors, 2020,
20(22): 6578.

[14] MISHRA B, MISHRA B, KERTESZ A. Stress-testing MQTT bro-
kers: a comparative analysis of performance measurements[J]. En-
ergies, 2021, 14(18): 5817.

[15] ROCH}, FRER, 2577, &8 WK BOR R e 73 15 D). 0I5k I
244, 2020, 4(4): 105-109.

YU W K, CHENGY, LI F, et al. Analysis and suggestions on the
development of 10T technology[J]. Chinese Journal on Internet of
Things, 2020, 4(4): 105-109.

[16] ALI AL-GARADI M, MOHAMED A, AL-ALI A K, et al. A sur-
vey of machine and deep learning methods for Internet of things
(IoT) security[J]. IEEE Communications Surveys & Tutorials,
2020, 22(3): 1646-1685.

[17] BREL, 2245 . A UE 025 5035 SMA-GCM I B J0 AR B 1 42 44 1



553 3] WpE TR 1A R BRI IR I B (K B AT iR T

* 189

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

5 SRBU]. PRI 223, 2023, 7(4): 168-179.

CHEN R, LI C Q. Design and implementation of low-cost hard-
ware architecture for authentication encryption algorithm SM4-
GCM[J]. Chinese Journal on Internet of Things, 2023, 7(4): 168-179.
ROMAN R, NAJERA P, LOPEZ J. Securing the Internet of Things[J].
Computer, 2011, 44(9): 51-58.

ERAT, R, BRER A BN 2 A DGEECR K 2 5
BEFE[T]. P 241, 2021, 5(3): 106-114.

WANG M Z, LI Z Q, CHEN Y F, et al. Research and implementa-
tion of safety authentication technology in Internet of vehicles[J].
Chinese Journal on Internet of Things, 2021, 5(3): 106-114.

A, TR, JHE, 85— P T Chebyshev IR ML CRT i)
ZigBee %% FE 44 TAUFEJ7 ZE[J]. IR 3, 2023, 7(4): 101-109.
LIAO W, HE L S, YIN H, et al. A ZigBee network anonymous au-
thentication scheme based on Chebyshev chaotic mapping and
CRT[J]. Chinese Journal on Internet of Things, 2023, 7(4): 101-109.
SHAPSOUGH S, ALOUL F, ZUALKERNAN I A. Securing low-
resource edge devices for IoT systems[C]//Proceedings of the
2018 International Symposium in Sensing and Instrumentation in
IoT Era (ISSI). Piscataway: IEEE Press, 2018: 1-4.

BISNE L, PARMAR M. Composite secure MQTT for Internet of
things using ABE and dynamic S-box AES[C]//Proceedings of the
2017 Innovations in Power and Advanced Computing Technolo-
gies (i-PACT). Piscataway: IEEE Press, 2017: 1-5.

CALABRETTA M, PECORI R, VELTRI L. A token-based protocol
for securing MQTT communications[C]//Proceedings of the 2018
26th International Conference on Software, Telecommunications and
Computer Networks (Soft COM). Piscataway: IEEE Press, 2018: 1-6.
IMGHOURE A, EL-YAHYAOUI A, OMARY F. ECDSA-based
certificateless conditional privacy-preserving authentication scheme
in Vehicular Ad Hoc network[J]. Vehicular Communications, 2022,
37:100504.

SANJUAN E B, ABAD CARDIEL I, CERRADA J A, et al. Mes-
sage queuing telemetry transport (MQTT) security: a cryptographic
smart card approach[J]. IEEE Access, 2020, 8: 115051-115062.
LESJAK C, HEIN D, HOFMANN M, et al. Securing smart main-
tenance services: hardware-security and TLS for MQTT[C]//Pro-
ceedings of the 2015 IEEE 13th International Conference on Indus-
trial Informatics (INDIN). Piscataway: IEEE Press, 2015: 1243-1250.
B, SRR, 75 /2 . BT AR EE 0 1) 5 BA A AL
WO B Sy e AR R[], WHENLN A, 2021, 41(5): 1378-1385.
GU Z C, GUO Y B, FANG C. End-to-end security solution for message
queue telemetry transport protocol based on proxy re-encryption[J].
Journal of Computer Applications, 2021, 41(5): 1378-1385.
WANG Q, WANG C, REN K, et al. Enabling public auditability
and data dynamics for storage security in cloud computing[J]. IEEE
Transactions on Parallel and Distributed Systems, 2011, 22(5):
847-859.

ZHENGY, LIUWY, GU CY, et al. PUF-based mutual authentica-

tion and key exchange protocol for peer-to-peer loT applications[J].

IEEE Transactions on Dependable and Secure Computing, 2023,
20(4): 3299-3316.

[30] HUNG Y C,PIN P C. Design and implementation of efficient loT

authentication schemes for MQTT 5.0[J]. Journal of Internet Tech-
nology, 2023: 665-674..

[31] PARK C S, NAM H M. Security architecture and protocols for se-

cure MQTT-SN[J]. IEEE Access, 2020, 8: 226422-226436.

[32] MUNSHI A. Improved MQTT secure transmission flags in smart

homes[J]. Sensors, 2022, 22(6): 2174.

(fEE ]

MEF1999-), F, = RK%EEE%G
i, EBEHF IR 4 iR
ARRGI K.

o

REA977-), 5, Wt ZEK¥E
BRI, EEWRAT MARARR
GE LMV R BT A S R R R AR HE
HAE A RS S G B R S T A S Ty
THI A S A

THEME1997-), B, = RKZEEBE%G
4, FEEF T AN R ARG L
R R

A% (1999-), B, KGR ERB
A, FEHR T RCANEE R T R
PR e VRS

WERA997-), 5, =i KGR %K
A4, FEBFETTRANGEELS. &
T AT .



